SECURE 3RD PARTY ACCESS TO BUILDING
SYSTEMS IS CRUCIAL FOR CYBER SECURITY
IN COMMERCIAL REAL ESTATE
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ommercial real estate consists of tangible assets - from office buildings,
shopping centers and hotels to hospitals, sports centers, campuses and
multiple- use buildings. Until recently, it’s therefore no surprise that
the physical security of properties has been of most concern to real estate
executives - to protect against intrusion, theft, damage or natural disasters.

The latest generation of connected smart buildings involve a multitude of
systems integrated onto the Internet of Things for Buildings (BIoT), with features
including Software as a Service (SaaS) cloud based analytics, open platforms
for easier device integration, and new discovery tools to help establish links
between systems.

But today, data, connectivity and digitization are playing an ever-increasing
role in every business, real estate included. Cyber threats can be multifaceted
and can range from insider risks, ransomware attacks, opportunist threats, and
hacktivism to terrorist related attacks - all of which affect people, technology,
and business continuity.

The IoT in Buildings offers up tangible business benefits and tantalizing new
opportunities for innovative business approaches, but these need to be carefully
weighed up against the potential risks of increased cyber-security vulnerability.
A recent report by Memoori called Cyber Security in Smart Commercial Buildings
2017 to 2021 highlights many of the issues facing building owners and operators.

KPMG’s 2017 Real Estate Industry Outlook Survey reveals that 30% of real estate
leaders surveyed reported that their company had experienced a cyber security
event in the previous 24 months. Furthermore, only 50% of respondents said
they were adequately prepared to prevent or mitigate such an event.
The real estate sector is a growing target for cyber attacks. For example, in June
2017, a global cyber attack hit the property arm of France’s biggest bank BNP
Paribas, one of the largest financial institutions known to be affected by an
extortion campaign that started in Russia and Ukraine before spreading. The
attack hit BNP’s Real Estate subsidiary, where some staff computers were
blocked with a ransomware virus.
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Based on extensive research into the dynamics of the market, as well as
interviews with leading industry stakeholders, Memoori estimates that global
revenues for smart building cyber security will reach $8.65 billion by 2021, up
from an estimated $ 4.26 billion in 2016, representing a healthy CAGR of over
15% over the forecast period.
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Commercial real estate owners and operators need to ensure that their
transition to IoT-enabled smart buildings is implemented securely, not only
in single buildings but across their entire property portfolios.
Attackers seeking entry into corporate networks will often seek out the path of
least resistance. The interconnected nature of the BIoT means that cyber attacks
can pose risk far beyond the initial point of entry potentially causing cumulative
damages that could permeate into new layers of the enterprise, building and
facility portfolio, users, operators and service providers.
Building devices left unsecured but still connected to the IT network can act as
a bridge to wider enterprise systems. For example, the 2013 attack on US retailer
Target, where hackers targeted HVAC systems as an initial point of entry in order
to gain access to sensitive customer data in other areas of the network.
Due to the wide range of building systems, applications, and stakeholders,
there is no single security product that will protect smart building infrastructure
in its entirety.
The protection approach advocated by Memoori manages risk with multiple
defense strategies. There should be multiple layers of protection and several
points of required authentication before access is granted to sensitive data.
If one layer of defense layer fails, the next layer of defense kicks in to mitigate
escalation of the damage and prevent a full systems breach.
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Packages that work for network security on standard IT networks simply
do not “fit” into the smart buildings world. Therefore, a customized approach is
required to address the increasing complexity of protecting and securing remote
access to a wide range of building automation systems.
Businesses need to adopt a proactive approach to prevent a security breach,
particularly if 3rd party vendors need temporary remote access to building
systems. Some basic practical questions to consider are:
•

Is temporary access by third parties clearly limited in time
and duration?

•

Are certain devices restricted from accessing all locations?

•

Are vendors opening ports or downloading files?

•

What happens to vendor passwords once they leave the network?

•

Is there an audit trail on who has accessed the network and when?

Owners, operators and end-users of smart building systems have limited
expertise in network security and are struggling to make sense of what
hardware, products and services they will need to effectively protect smart
buildings from the cyber security threat.
Memoori believes that those companies with the right blend of cyber security
experience and operational / buildings expertise will have the necessary
capabilities to develop successful managed security service offerings to
smart building decision makers.
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Solutions such as ioTium’s offering are tailored for the smart buildings market.
ioTium’s patented technology enables a Network as a Service (NaaS) solution
to securely connect legacy onsite building automation systems to cloud-based
applications. ioTium protects IoT rich systems using a virtual overlay network.
They offer a plug and play network infrastructure as a managed service for
vertical market IoT implementations.
ioTium promotes a horizontal architecture, which is vertical market agnostic.
It is able to collect data from any legacy systems and push it, creating an
architecture where you can securely push services to the edge. OT-Access is
powered by the industry’s first zero-touch provisioned iNode at the edge
enabling rapid commissioning across locations, eliminating the need for
costly additional IT staff and time consuming network reengineering.
The company has abstracted out the physical network layer, the carrier
layer, the security layer and the OT protocol layer – “addressing and managing
the convergence of the OT network with the IT network through a single pane
of glass”, which can bring substantial benefit in monitoring and tracking the
increasing number of connections to building infrastructure across
a property portfolio

The company wanted to secure building OT infrastructure, ensuring that
building systems from multiple vendors complied with its security policies.
At the same time, a centralized view across its portfolio for security, remote
access and controls has consolidated the trust’s capability in ensuring secure
buildings for its tenants.
“KRC has historically provided building access on a building-by-building basis,”
said Khanh Nguyen, Vice President, IT – Enterprise Applications at KRC. “As our
portfolio has grown, so has our need for a reference architecture that enables
a unified look at activities across our buildings. This streamlines day-to-day tasks
for our engineering team while providing us with a dashboard of
activities across properties.”
The commercial real estate industry has an opportunity to proactively address
cyber risk. As the world evolves to smart buildings and smart cities, the
challenge will only grow.
Addressing the pervasive and complex cyber security challenge is pivotal to
capturing real return on investment in a smart building. It protects the brand
and, most critically, the safety and privacy of business assets and people.

Kilroy Realty Corporation (KRC), a publicly traded real estate investment trust
managing over 100 buildings in California and Washington, selected ioTium
OT- Access as a fully managed service providing secure, audited remote user
access to mission critical control systems and networks.
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ABOUT IOTIUM
IoTium offers its solution as a managed service. IoTium’s software-defined, virtual overlay
network enables industrial customers to connect absolutely any machine, that works on any
protocol (SCADA, MODbus, CANbus, OPC, BACnet, Ethernet, zygbee, z-wave, BTLE, 6LOWPAN,
and the likes), using any gateway, through any operator, on any infrastructure (3g,4G- LTE,
Satellite, T1, MPLS, Corporate IP network) to any cloud (Azure, AWS, Predix, IBM Bluemix,
Private data centers and the likes) and any application – all with one-click, completely
securely, and at scale.

